
BUILDING YOUR  
DISASTER RECOVERY 
AND BUSINESS 
CONTINUITY PLAN



WILL YOUR DISASTER RECOVERY PLANS 
BRING YOU BACK FROM THE BRINK?

Mention disaster recovery and what will spring to many minds are the  
usual suspects of fire and flood, all conveniently happening out of hours. 

But they’re not the only events that can stop a business in its tracks.  
Just as devastating can be the impact of an assault on the data that  
underpins all business activity.

Those attacks can come from a wide range of sources, from external  
organised crime to disgruntled employees. Or simply an innocent internal  
error or a failed server. 

Whatever the source, when data is compromised, it’s likely that business  
will come to a standstill until it’s absolutely certain that the data has been 
checked, cleansed and protected. 

Without that assurance, businesses can lose the faith of customers  
and shareholders, incur the wrath of watchdog organisations and face  
associated massive fines, and even fail altogether.

That means a business needs to be confident that its disaster recovery  
plans are designed for speed and effectiveness. How is that possible in  
the face of so many possible scenarios?

“Rather than worrying about the multiple disasters that could happen,  
focus on the impact on the people in the business and their customers,  
and how to minimise that,” advises Sotiria Moskofidou, Business Continuity  
& Risk Manager, EMEA & APAC, at Iron Mountain. “You’ll find common themes  
that are much more manageable than trying to cover every eventuality.”

Building on her experience of working with customers to develop their disaster 
recovery plans, Sotiria offers key pointers for disaster recovery planning.



DEFINE THE CRITICAL DATA

IT executes the disaster recovery plan  

that the business wants, which means  

that determining the priorities for data 

retrieval is key to planning.

That’s not always straightforward.  

“Ask the business what data it wants  

to access again quickly, and the response 

is likely to be ‘All of it’”, says John Woolley, 

Head of Technical Sales at Iron Mountain. 

“That’s until they realise the costs they’re 

facing,” adds Sotiria. 

For an effective IT plan, business leaders 

need to agree which data needs to be 

restored in what order. Sotiria highlights 

the importance of data classification  

and retention policies. Which services -  

such as CRM, HR or distribution systems - 

are most critical?

While priorities will be different for  

every organisation, John points out  

that “In many cases, the key core  

functions revolve around money in  

and money out. If you can’t pay or  

be paid, that’s a major problem”. 

MANAGE BACKUP AND  
RETRIEVAL COSTS

For anyone who has bought a few  

Terabytes of personal storage at the  

local store or online, the actual cost of 

backing up and restoring business data 

comes as a serious surprise, says John. 

That cost can often be significantly  

reduced by looking closely at which  

data actually needs to be instantly 

accessible to the business. There is  

an opportunity to significantly reduce  

this by defining which data can practically 

be archived offline and off-site, removing 

the backup burden. 

It is also sensible to look at solutions  

that combine back up and disaster  

recovery into one platform, achieving 

economies of scale along the way.  

PROTECTING DATA

Cost is not the only reason for reviewing 

data retention policies. The more data  

is held online for easy access, the more 

data that is susceptible to attack. 

Online and onsite is an obvious cause  

for concern, but every option needs to  

be assessed. 

The cloud is often seen as the best solution, 

but it has its own challenges. “If you want 

your data to be truly secure, don’t put it in 

a place that has a wide surface of attack“, 

advises John. 

Sotiria supports that view. “It’s important  

to consider what method of storage is 

fit for the purpose of supporting your 

particular business goals.”

ENSURE ALL DATA IS COVERED

 “As much as we have tried to centralise 

storage, there is still a massive problem 

about end points holding data,” says  

John. “This is further complicated by  

the range of devices now being used to 

create, modify and distribute information 

from laptops, tablets, phones and kiosk. 

So it’s important not to forget end point 

devices.” Assessing backup policies for 

devices, especially critical clients, for 

example senior management, should  

be included in the overall plan.

IF YOU WANT YOUR DATA  
TO BE TRULY SECURE, DON’T  
PUT IT IN A PLACE THAT HAS  
A WIDE SURFACE OF ATTACK. 
JOHN WOOLLEY, HEAD 
OF TECHNICAL SALES, 
IRON MOUNTAIN



LOOK AT LOGISTICS

Beyond the task of retrieving data, businesses need  

to consider the physical implications of a disaster.  

How will users log into those services, especially  

if they don’t have access to devices – even if their  

data is in the cloud? 

There is a range of options available, from owning  

a stock of laptops and printers held offsite to setting  

up a retainer-based agreement with a supplier to 

provide equipment in an emergency. 

Knowing what and where is available and how quickly 

they can be accessed is important to the DR plan.

“If large volumes of data are in the cloud, how will  

they be returned to their original location? Once the 

disaster is over and normal service can be resumed, 

what are the implications of failback?” questions John. 

“After all, it’s a fairly simple operation getting the 

toothpaste out of the tube, but getting it back in  

again, that’s a different story.”

EDUCATION

Sotiria and John agree that IT can manage the 

expectations of business leaders and help users to 

help themselves through continuing training and 

communication around risks, costs and strategies.

THINK INSURANCE

Disaster recovery is like car insurance, says John.  

“It’s tempting to go for least cost. But when disaster 

does strike, that’s when you realise that better cover 

would have been a wiser investment.”

AND FINALLY...

“In disaster recovery, success is not just about a great 

strategy, but about planning and testing”, says Sotiria. 

Just having a plan is not enough, she argues.  

It’s vital to run exercises to test data retrieval  

from backups regularly, and to understand how  

long they will take. 
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SHARE THIS GUIDE:

If this article has prompted you to think again about  
your disaster recovery plans, contact Iron Mountain  
for advice from our experts. Read our article 
on protecting your data from cyber attacks.

http://www.ironmountain.co.uk
http://www.ironmountain.co.uk
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