
With the introduction of the General Data Protection Regulation (GDPR)  
across the EU, organisations have been required to make significant  
changes to the way they handle personal data. For some this was just  
another regulatory change, and they responded accordingly—by throwing 
resources at the problem and doing the minimum to pass scrutiny. 

But now, almost a year later, many organisations have found GDPR  
compliance a much more complex task than originally expected. 
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DO ORGANISATIONS COMPLETELY 
UNDERSTAND WHAT’S NEEDED?

When Iron Mountain asked a group of customers how 

well they are coping with the challenges of the GDPR,  

we were not surprised to find mixed results. The responses 

were evenly split between having it under control, 

struggling in some areas and significantly struggling.

While many organisations put in considerable effort 

to get ready for compliance by the deadline of 25 May 

2018, it was clear that a ‘light-touch’ approach was 

adopted by a significant proportion, explains Andrew 

Dyson, who leads the data protection, privacy and 

security team in the UK for global law firm DLA Piper.  

‘For a lot of organisations, the focus last year was on 

securing a ‘paper shield’ of compliance. This usually 

meant adopting a suite of policies and procedures 

which showed the business to be aware of the need to 

align itself to the new compliance regime. The question 

is what happens when you look beneath the surface.’ 

Now, he says, organisations are taking the time to go 

back, review, improve and enhance their operating 

procedures to ensure they fully embrace the GDPR 

requirements. ‘In some cases we have even see a  

need to kick-start entirely new GDPR programmes  

if the initial efforts were misconstrued’. 

The businesses who are finding change the hardest are 

those who typically have not engaged in managing their 

data. For these businesses, the first step is to understand 

what personal data they hold, and why they are holding 

it. Then they can start on the journey to compliance.

GDPR COMPLIANCE IS A JOURNEY

Walter McCahon is Manager of Data Policy at  

UK Finance, where he focuses on privacy and data 

protection issues. He and Andrew agree that the  

GDPR is not the type of regulatory requirement  

where you can carry out certain tasks, change  

the template model and address the issue. 

They argue that this is an ongoing journey that  

started before the regulations came into force  

and will continue into the future as organisations 

better understand what is being required of them. 

Understanding your own data is the basis of Article 

30 of the regulations, adds Walter. ‘Firms need to have 

a good idea about the data that they have, why they 

have it, and who it relates to. Other questions flow on 

from that. How long do they really need to be holding 

it for? Who are they sharing it with? What sort of 

security measures are in place to protect it?’

STUMBLING BLOCKS ON THE PATH  
TO COMPLIANCE

For those who have recognised what they need to do, 

but are struggling to deliver, there are a number of 

reasons why their programmes have not matured.

Important challenges for some firms were competing 

priorities and a lack of certainty, comments Walter.  

He describes the problem: ‘Historically organisations 

have been managing multiple obligations in multiple 

areas, and data protection was just one of many.  

At the same time, guidance was published very close 

to 25 May, which created uncertainty about what 

needed to be done.’ And it is an evolving challenge as 

governments and businesses uncover the implications 

for the data that is stored and used in organisations.

For some, the challenge has been a lack of resources. 

While large organisations who understand the 

importance of the GDPR for their business can  

afford a team to create effective programmes,  

smaller businesses simply do not have the capacity.

It is also a difficult cultural change, asking 

organisations and all the people within them to  

look at data and how they handle it in new ways.  

Call centres, retail banks and insurance companies are 

clear examples of businesses that need to look at the 

data they collect and why they collect it. Less obvious 

is that small businesses and local authorities need to 

do the same, and they are hindered by systems that 

are difficult to change and lack of internal knowledge.

ENGAGING THE BUSINESS

When we asked a group of Iron Mountain customers 

how engaging they felt their data protection 

programme is, less than half said that it engaged  

most stakeholders. While some said that it engages 

some groups, there were almost as many who said  

that there is still one group leading the programme. 

DLA Piper has worked with many organisations on data 

privacy. Andrew noted that even in the same sector 

and with similar sized organisations you can see a 

variance in approaches taken. ‘The most sophisticated 

organisations with the best programmes have really 

good engagement from the stakeholder community 

– across HR, customer services, the operational 

teams and the risk and compliance teams. All of them 

understand why this is important. That it helps to 

improve the quality of service that they are offering  

to customers, and to engage with people better.’
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By understanding the benefits that compliance can 

bring, organisations can start seeing the GDPR as 

a business opportunity, helping them to be more 

effective with the data that they have, rather than 

simply more paperwork to be completed. 

WHO TAKES RESPONSIBILITY?

Organisations are constantly evolving, through growth, 

merger, acquisition and divestiture. For Andrew, this 

means that the people managing data on a day-to-day 

basis need to take ownership and responsibility.  

HR, operations, IT and more need to understand their 

role in monitoring the capture and use of personal 

data. ‘If systems change, they are the ones who  

should be carrying out the data protection impact 

assessment, with help from a central privacy office.’

Audit and controls are important to monitor who is 

taking ownership and if they have suitable training to 

understand their responsibilities. As teams change 

and businesses grow it is vital to retain a central 

information governance function to coordinate  

this roles and enable compliance. 

WHERE RULES DIFFER

While the GDPR is an EU-wide piece of legislation, 

member states also have a say in which types of 

personal data can legally be gathered and processed. 

For organisations operating across states, it is yet 

another hurdle to overcome.

The GDPR in Europe is also likely to be the cornerstone 

for similar regulation across the world. Walter 

explains that countries such as New Zealand, India 

and Argentina, as well as California, are developing 

similar legislation. He says: ‘Setting a new global 

standard was one of the goals behind GDPR so it will 

be interesting to see how broadly its influence goes  

and how closely different countries will copy GDPR’s 

details as they update their own law books.’

Cultural differences can also have an impact on how 

comfortable individuals feel about the data that is 

collected and how it is used. Different Member States 

have varying attitudes to GDPR, and enforcement. 

Although local attitudes may vary, it is important  

to remember that all European regulators work  

in cooperation and will seek to enforce GDPR to  

a consistent level. 

The one final complication, and one that we will not be 

able to answer fully for a while yet, is what happens in 

the UK if, when and how it leaves the EU. While the UK 

government has put in place legislation to enshrine the 

GDPR into national law, the impact on internationally 

operating organisations will not be fully understood  

for some time to come.  

If this article appears to be full of ifs, buts and maybes, 

that is because we are still in the early stages of 

applying the GDPR and there are still many unknowns. 

But it is already clear that organisations which do  

not have a clear understanding of the data they  

hold and how they use it will be those who struggle  

to be compliant – and risk the greatest penalties.  
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