
GettinG it riGht 
from the start
Managing the disposition of electronic records

records and inforMation ManageMent



paper vs.  
electronic records

Records, whether they are paper  

or electronic, must be managed 

consistently for security, access,  

retention and disposition. A physical 

record is an entity that can be stored 

through its active life, archived when 

it is no longer in use and then securely 

destroyed or permanently archived when 

it reaches the end of its retention period. 

Electronic records present a different 

kind of challenge on a number of levels:

 > Multiple formats (the same record 

can be saved in a variety of formats 

such as email, Word, JPG and PDF)

 > Multiple media (records can 

be created and/or stored on 

phones, portable memory 

devices, disks, tapes)

 > Fluid creation processes – emails 

and instant messages are linked 

by threads, but created in an 

instant with ideas and information 

evolving as a conversation.

And while paper and electronic records 

differ in important ways, the content 

in them needs to be managed in a 

consistent and safe process throughout 

their lifecycle, including disposition. 

Where to start

An assessment of what information you 

have, where and how it is stored as well 

as how teams access it is the foundation 

of your plan for effective electronic 

records disposition. Your assessment  

or inventory should include:

 > Active records and information 

you use frequently

 > Semi active records you access less often

 > Inactive or archived records.

For many businesses, it makes sense 

to complete the assessment in one 

department or line of business and then 

apply the experience gained to an ongoing 

series of projects. You may decide to start 

the process with areas of the business 

that have more risk factors than others.

A map of your data repositories helps 

you see where you keep the electronic 

records you actively use and store 

the ones you’re not. Consider also:

 > Your past and present 

storage technology

 > Applications acquired through 

mergers and acquisitions

 > The location of your storage media

 > Transmission

 > Migration.

You should also make sure that your 

Records Retention Schedule is up to date.

why read this?
The volume, velocity and variety of information entering 
your business are steadily increasing. Managing information 
effectively means making decisions about what you should 
retain based on business and compliance considerations and 
what you can securely dispose of. This guide helps you take 
action when it comes to information in electronic formats. 

only 62% of records 
and information 
manaGers said they 
have processes in 
place that work 
very effectively to 
understand what 
information is held 
by the business 
and where it is.*



technology considered

An essential part of the assessment 

step is understanding the 

technologies your business uses,  

and has used, to store information. 

It’s important that you also 

document the way records are 

organised. What software systems 

are used? Is there documentation? 

Can retention rules be assigned 

to the records in the applications? 

Compile everything you learn from 

the business units and ask your  

IT team and include compliance  

as well as information professionals 

to validate your findings.  

Keep in mind that records can 

be stored on physical assets like 

tapes, hard drives, servers and 

disks as well as in the cloud.

necessary Questions

When you assess your records 

and how they are being used, it’s 

important to see why the business 

certain information and how it is 

being used. The following questions 

can help you fill in the gaps:

1.  When, why and how does 

the business owner use the 

electronic records? (Is it 

born digital or imaged?)

2.  How long will it be needed for  

a business purpose? (refer to 

the records retention schedule)

3.  How is the record protected?  

Does it contain personal 

information?

4.  Could the records be needed 

for an audit or another 

regulatory purpose?

5.  Does the record have 

value for analytics beyond 

its original purpose?

Most people find it difficult to 

imagine ever not needing records. 

There is a tendency to keep records 

permanently just in case, thus 

creating a keep everything culture. 

The legal retention period found in a 

records retention schedule indicates 

when a record should be disposed 

of - either securely destroyed or 

archived. There may be business, 

operational or legal reasons to hold 

onto records for a longer period, 

but these need to be assessed and 

agreed on by stakeholders including 

the business unit, compliance, 

legal, privacy, IT and RIM.

the iMportance 
of integrity

It’s easier to alter or corrupt 

electronic records than their  

paper counterparts. They can  

be hacked, overwritten or 

compromised when they are 

exchanged among people 

and systems. It’s essential 

to examine the elements of 

electronic records including:

 > Metadata

 > Context

 > Date of creation

 > Purpose.

Electronic records should have  

metadata assigned to enable their  

secure access and management.  

If a record has no creator, no 

record of transmission and no 

indicator of how it was used, it’s 

unlikely to be useful to the business 

and expensive to locate when 

required for an audit or litigation. 

Metadata is crucial to preserving 

the value of an electronic record.

systeMs should support 
record integrity

Electronic records systems should:

 > Control access

 > Prevent loss

 > Stop deterioration 

and obsolescence

 > Be routinely audited.

If the records are in a controlled and 

protected system with secure chain 

of custody, this will support your 

ability to determine their context 

and if what you know about them 

is accurate. Understanding context 

helps you make the right decisions 

when it comes to disposition.

disposition decisions

After you determine the value and 

integrity of your electronic records, 

you can decide to preserve or 

securely destroy them once they’ve 

met their retention requirement 

and if they are not being held for 

any reason. If they have no value, 

they can be destroyed, if they have 

value and integrity, they may be 

preserved indefinitely. If they have 

value but there is a question of 

integrity, then the business needs 

to weigh the decision to preserve or 

destroy. When electronic records are 

destroyed, most often their metadata 

is retained for some period of time, 

including their destruction date.



disposal 

Your records retention schedule 

indicates how long records  

should be retained. Your records  

and information policy should 

describe disposal actions  

and necessary authorisation.  

Ideally a record’s metadata should 

include the retention trigger  

(a date or an event), the retention 

period and the disposal action. 

destroying records

If the decision has been made to 

destroy electronic records, the 

appropriate documentation is 

also required. Regardless of the 

technology or system, the aim 

of electronic record destruction 

is to make every attempt to 

ensure that the data cannot be 

recovered by reasonable efforts. 

Sanitising methods include:

 > Destruction – applies to storage 

devices that aren’t needed and 

ban be completely destroyed. 

This includes shredding, 

pulverising and incinerating.

 > Purging – can be achieved 

through degaussing or securely 

erasing a hard drive or a tape.

 > Clearing – involves 

overwriting existing data.

 > Disposal – is duping data without 

sanitising and is only used for 

data that is not sensitive.

The document that describes 

the destruction of the records 

should be retained as evidence. 

The steps:

1.  Identify records with no 

continuing value

2.  Confirm destruction by agreement 

with the record creator/owner

3.  Destroy completely

4.  Confirm for compliance

5.  Submit documentation.

transferring for 
preservation 

If records have long-term business 

value and the decision has been 

made to retain them after their 

legal retention period, they should 

be transferred to an archive. 

If the records are reformatted 

for transfer, this should be 

fully documented. The transfer 

documentation should include:

 > A list of the records 

to be transferred

 > Information about the 

original format

 > Format for preservation 

and potential access

 > Information about copying

 > Reformatting information.

final Words

Keeping all your electronic records 

just in case they are needed is 

an expensive and potentially 

risky practice. The disposition 

of electronic records helps you 

keep what is valuable and safely 

destroy what has reached the end 

of its usefulness and legal retention 

period. A clear and programmatic 

approach to records retention 

reduces your organisation’s 

risk, saves money and enables 

you to achieve compliance.

* The research was undertaken for Iron Mountain by 
Opinion Matters and questioned a total of 4,006 
workers in mid-market companies (with between 
250 – 3,000 employees (250-5,000 in North 
America) across the UK, France, Germany, The 
Netherlands, Belgium, Spain and North America. 
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do you struggle with metadata? our guide  
can help establish a metadata foundation you  
can trust. Make improvements with our guide:

share this Guide:

http://www.ironmountain.co.uk
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