
PHYSICAL  
MEETS DIGITAL
A guide to today’s hybrid information landscape



INTRODUCTION: WE’RE NOT 
LIVING IN A DIGITAL ERA. 
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Yes, we’re more plugged-in than ever.  
An exponentially increasing number of 
connected devices (predicted to outnumber 
people three to one by 2021) have made sure 
of that. And yes, the collective sum of the 
electronic data organisations must manage, 
secure and use to draw insights from has surged 
from 16 zettabytes in 2016 to 33 zettabytes at 
the end of 2018. But to claim we’re living in a 
digital era is to imply we’ve left an analog one 
behind, and we certainly haven’t done that. 

Paper-based documents and records are still 
an integral component of day-to-day business 
operations. Maybe someday that’ll change. 
Maybe someday the paper-free office will be 
more than an aspiration. But today?  No, we’re 
not in a digital era—not when virtually every 
organisation finds itself in a hybrid state, stuck 
somewhere between a reliance on the physical 
and a desire to go fully digital. 

Now, information managers have no choice but 
to manage two disparate (and often growing) 
data sources holistically and strategically, lest 
they risk the data loss, compliance violations 
and/or brand damage that can come from not 
having a full and accurate accounting of their 
information.   

Or, to put a more positive spin on it, mastering 
this new information landscape is the only way 
organisations can: 

• secure and protect critical and sensitive data
• achieve compliance with industry and 

legislative standards
• ensure business continuity, and 
• derive real business value from their data 

> How do you manage both your physical 
and digital data, to effectively run a 
secure and compliant information 
management programme? 

> How can you make sure you’re optimising 
the value of your data?  

> And how can you set yourself up for 
success in the future by transitioning 
towards a more digital way of working? 

This ebook will answer those questions.

Divided across four themes and compiled 
from industry experts and Iron Mountain 
customer experiences, this ebook provides 
tested, actionable best practices for 
controlling, protecting and optimising 
business-critical information in today’s 
hybrid information landscape—and beyond. 

https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-2-discussion-panel
https://twitter.com/IronMountainEUR
https://www.linkedin.com/company/iron-mountain-uk
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Digital transformation is a must for every 
organisation. It’s a key strategy in mastering 
the new information landscape, as transitioning 
physical data to digital formats can alleviate 
many of the complications that come from 
today’s disjointed, hybrid information 
environment. That’s because, rather than 
managing two large, disparate data sources, 
digital transformation gets you closer to one1, 
thereby improving visibility and ease of access.  

Think of it this way:  

Beyond its impacts on information 
management itself, digital transformation 
also brings considerable benefits for the 
organisation as a whole. 

First, the digitisation of data allows you to 
remove the manual, paper-burdened processes 
and procedures in your organisation so you can 
streamline back-office workflows  (in key areas 
like HR, AP and AR) and allow employees to 
focus on more value-providing initiatives. And 
second, greater visibility into your data makes it 
easier to mine it for strategic decision-making 
purposes, which is only going to increase in 
importance as more and more cutting-edge 
technologies and analytic solutions that depend 
upon quality data to effectively function impact 
your organisation. 

1. It must be noted that it’s impossible to remove all paper documents, at least in this day and age.  
You’ll still need some to fulfill legal or industry requirements, or just to have for posterity.  
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All together digital 
transformation 
equates to: 

increased productivity

an improved ability 
to leverage data for 
decision-making 

better customer 
outcomes, and 

a bolstered 
bottom line 

https://www.ironmountain.co.uk/resources/general-articles/r/revolutionize-your-workplace-through-the-automation-of-digital-transformation
https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-1-keynote
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-1-keynote


 
Below are what we at Iron Mountain predict will 
have a major impact on organisations in the 
coming months and years. Taking care of how you 
manage your data now can help you fully take 
advantage of these in the future. 

Cloud 

A multi-cloud strategy, in which 
organisations select an appropriate storage 
medium (public, private, on-premise) for each 
individual use case (i.e., backup, DR, long-term, 
etc.), is a strong play when it comes to organising 
data in a secure, accessible and cost-effective 
way. The greater grasp you have on your data, the 
better your chances of optimising its storage. 

Internet of  
Things (IoT) 

By 2020, there will be an estimated 50.1 billion 
connected devices, all producing extraordinary 
volumes of data. Preparing now for this upcoming 
influx will make processing even greater amounts 
of data easier.  

Artificial  
Intelligence

Increased data volumes provide the potential 
for automated decision-making by way of 
artificial intelligence. As the IoT creates these 
gigantic storage centres of sensor data, AI can 
be used to manage and extract value from 
these immense data reservoirs. Static image 
recognition, classification and tagging, predictive 
maintenance, automated geophysical feature 
detection and content distribution are just some 
of the potential use cases. The more data you 
have ready to feed these processes, the more 
effective they are.  

Privacy and  
security solutions

As we move further into the new information 
management landscape, it is important to 
consider how you’re protecting your data from 
everything from natural and man-made disasters, 
to cyber threats like ransomware, to disgruntled 
and malicious employees. 

Blockchain

As you move from physical to 
digital, you may be worried about ensuring the 
authenticity of your digital formats; after all, 
digital documents can more easily be modified 
and copied than their physical counterparts.  

Blockchain is an important technology for 
records management professionals to understand 
because it has broad implications for securing 
and authenticating intellectual property at 
lower cost and higher efficiency. By embedding 
authentication into the document itself and using 
a closed-loop tracking system to protect against 
tampering or modification, blockchain enables 
people who don’t know each other to engage in 
trusted transactions with full confidence in the 
integrity of the assets being exchanged.  
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And what of these 
new technologies? 

https://www.ironmountain.co.uk/resources/general-articles/e/enable-digital-transformation-with-a-cloud-first-strategy
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-1-harnessing-data-insights-through-emerging-technologies
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-1-harnessing-data-insights-through-emerging-technologies
https://www.ironmountain.co.uk/resources/data-sheets-and-brochures/i/iron-mountain-insight-for-media-and-entertainment
https://www.ironmountain.co.uk/resources/general-articles/t/top-5-business-uses-of-blockchain
https://www.ironmountain.co.uk/resources/data-sheets-and-brochures/i/iron-mountain-insight-for-media-and-entertainment
https://www.ironmountain.co.uk/resources/data-sheets-and-brochures/i/iron-mountain-insight-for-media-and-entertainment
https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-1-harnessing-data-insights-through-emerging-technologies
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So, how do you get started? How do you 
transition as much physical data to digital 
formats as possible so your organisation can 
become faster and more agile?  How do you 
streamline your workflows? 

Generali, a global insurance company, had the 
same questions. They were over encumbered  
with manual and paper-based workflows that 
hampered productivity and delayed their 
digital transformation goals. Eventually, the 
opportunity costs became too great and a push 
for automation was needed. 

“Generali started its digital journey in 
2008. We launched this project 10 years 
ago. But with new technologies comes 
more native electronic information arriving 
directly on platforms where we can carry 
out simple business actions. We had to 
take this transformation of incoming flows 
onboard. So the future of our program 
means being able to incorporate and 
introduce even more automation as well as 
artificial intelligence,  so that so our teams 
can focus more on added value. We aimed 
to automate, improve efficiency and offer 
better service,” said Patrick Zakrzewski of 
Generali France. 

Over the course of several months,  
Iron Mountain worked from Generali’s 
headquarters, surveying the insurance giant’s 
day-to-day processes and devising a solution 
that would scan and remove as many existing 
physical documents from processes, as well as 
automatically convert newly created documents 
into digital formats.

The result? Through the digital projects 
and paperless workflows, Generali boosted 
productivity and increased efficiency, ultimately 
making data management that much easier and 
leading to a more optimised organisation.

05

Digital Transformation:  
A Case Study 

https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-1-boost-productivity-through-paperless-workflows
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As you convert physical data to digital, 
consideration must be made to where both 
data types are stored.

> What happens to physical documents 
when you convert to digital?

> Where do you store them?  
> Can you destroy them?
> What about the digital data? 
> Where does it belong?

It gets complicated. 

As with everything, the answer is...it depends.  
While some paper documents may be eligible for 
destruction, most should be kept and stored for 
legal, regulatory or continuity reasons. Keeping 

paper filing cabinets in your office is always 
acceptable, but if you want to repurpose real 
estate or secure against potential hazards (fire, 
flood, mold, etc.) and unauthorised access, then 
offsite storage might be the wiser choice. 

With digital data, on the other hand, the answer 
is dependent upon both the data’s intended use 
as well as onsite infrastructure. More immediately 
needed data is most suitable for the cloud or 
onsite servers, so long as those servers can 
handle data volumes (if not, it’s probably wise to 
move to an offsite, colocation facility), whereas 
older, seldom-needed or backup data can be 
parked in cheaper, offsite storage, such as tape. 
Most often, a hybrid, multi-solution approach, 
where data is segmented according to metrics 

like ease of access, legal and industry obligations, 
security and encryption standards, backup and 
recovery downtimes, etc. and allocated to the 
most appropriate storage option, is the most 
effective data storage strategy. What that is 
depends entirely upon the individual organisation. 

https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-2-maintaining-control-and-access-to-your-data-in-the-cloud
https://www.ironmountain.co.uk/resources/data-sheets-and-brochures/i/iron-mountain-privacy-advisory-service
https://www.ironmountain.co.uk/resources/best-practice-guides/b/building-the-business-case/space-saver
https://www.ironmountain.co.uk/resources/best-practice-guides/b/building-the-business-case/space-saver
https://www.ironmountain.co.uk/resources/general-articles/b/bridging-the-gap-between-physical-and-digital
https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-2-keynote
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-2-maintaining-control-and-access-to-your-data-in-the-cloud
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-2-keynote
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It’s worth noting that other factors should 
be considered when it comes to storing 
both physical and digital data—namely 
security and compliance. For our specific 
purpose of illustrating both physical and data 
storage, here’s a real-life example of digital 
transformation and the storage decisions that 

came with it: 

According to West Birmingham Hospitals 
NHS Trust’s Deputy Chief Operating Officer 
Liam Kennedy, onsite record storage had 
become a burden. File rooms started to 
creep into space that could otherwise be put 
to better use. Tracking down documents and 
records took longer than it should have, and 
employees wasted valuable time thumbing 
through cabinets and searching through 
storage rooms. Worst of all, Kennedy 
could see a future in which, if nothing was 
corrected, patient care could be adversely 
affected. For West Birmingham, physical 
documents went from convenient and cost-
effective to an impediment in its mission to 
be a word-class hospital system. 

So, they, along with Iron Mountain, 
developed a plan for digital transformation 
to lighten their physical data load and make 

searching and retrieving documents easier. 
Patient records were digitised and stored 
in the cloud, thereby reducing the time it 
took to find information and making it far 
easier to govern the information they did 
have; the latter of which is hugely important 
to a hospital system bound by strict privacy 
regulations. And the physical records were 
moved to offsite storage, thereby allowing 
them to repurpose the space once crowded 
by filing cabinets.  

Altogether, they reduced the burden of 
having to manage both physical and digital 
records and achieved annual cost-saving 
between £250,000 to £300,000.

Bottom line? A hybrid-storage approach 
is the ideal solution to combat a hybrid 
information landscape. 

https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-2-extract-value-from-your-people-and-space-through-hybrid-storage
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-2-extract-value-from-your-people-and-space-through-hybrid-storage
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Broadly, data (and subsequently business 
continuity) is threated by one of two factors: 
cyber threats and disasters. The former 
refers to a malicious actor or actors seeking 
to expose, alter, disable, destroy, steal or gain 
unauthorised access to digital data by way of 
ransomware, malware, phishing schemes, etc. 
The latter is a broad term that encompasses 
any natural disaster or consequence, from 
an earthquake to a mold infestation, that 
could render physical data unrecoverable and 
unusable. Of course, disasters come in many 
forms an unexpected fire could destroy a 

server, for example, or a disgruntled employee 
could break into a file cabinet and steal 
sensitive information — and there are additional 
security concerns that need addressing, but, 
generally speaking, it’s best to begin planning 
to protect physical data from disaster and 
digital data from cyber threats.

Obvious? Absolutely. But nevertheless worth the 
reminder. As you undergo digital transformation, 
it’s easy to get lost in the machinations of the 
process and deprioritise security. That could cost 
you nothing, or it could be ruinous. 

The average cost of downtime 
stemming from disconnection 
from data needed to run everyday 
operations is $8,600 per hour. 
It’s up to you to decide if that’s a 
tolerable risk. 

$8,600 ph

https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-3-keynote
https://www.ironmountain.co.uk/resources/general-articles/b/building-your-disaster-recovery-and-business-continuity-plan
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But what about non-disaster related 
concerns? Here are three other security 
factors worth considering: 

1
Obvious though it may seem, consideration 
must be given to general security. Chances 
are any storage provider that offers 
protection from environmental concerns 
also has protocols in place to ensure only the 
right people have access to your information. 
Nevertheless it’s still important to make sure 
that your data is secured from prying eyes. 

2
We’ve talked about the security of your 
physical documents in an offsite storage 
facility, but what about in transit? Many of the 
risks of data loss and theft associated with 
confidential information are at their highest 
during transport, and therefore it’s vital to 
ensure any transportation used includes 
security protocols, climate-control systems, 
tracking and an auditable chain of custody. 

3
A lot of your physical data may not be 
contained on paper but on other analog 
technologies (film reels, CDs, DVDs, etc.) which 
can degrade overtime and become unusable. 
It’s important to store with a provider who 
can convert and ensure you can retrieve and 
distribute your assets in any format you desire, 
thereby ensuring availability for perpetuity. 

Securing Physical Data 
As mentioned, securing physical data is by and 
large about preventing against damage from 
unexpected disaster—fires, floods, insects, mold, 
leaky pipes, etc.—and significant consideration 
should be given to storage providers that have 
natural or built-in environmental protection.  
This includes such features as facilities built 
away from fault lines, underground vs. above 
ground storage options, fire suppression 
systems, climate-control, etc. It’s also 
important to keep in mind that physical records 
may need to be kept for a significant amount 
of time—upwards of decades—so it’s critical to 
factor in a storage facility’s ability to ensure 
the integrity of physical records for both the 
seeable and unforeseeable future. 

https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-3-keynote
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-3-keynote
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-3-heritage-and-high-value-media-assets-preservation-in-a-digital-world
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-3-heritage-and-high-value-media-assets-preservation-in-a-digital-world
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-3-discussion-panel
https://www.ironmountain.co.uk/resources/general-articles/r/records-retention-schedule-how-to-understand-the-legal-requirements
https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
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Securing Digital Data 
Though it may seem defeatist, the reality is 
preventing cyberattacks is virtually impossible. 
Today’s threats are too sophisticated, and the points 
of entry for organisations too numerous, for any 
preventative solution to work 100% of the time.  
Even a success rate of 99.9999% isn’t good enough. 
All it takes is one failure for a ransomware, malware 
or phishing scheme to bring significant, sometimes 
irreversible damage to an organisation. 

CYBERATTACK 
FACTS

The average time  
to detect and respond to a 

breach is 197 days.  
Once it is detected, it takes  

another 69 days on average to 
contain the breach.

A recent study 

of 4100 European and
US companies, revealed that 

almost half of the respondents 
reported experience of  

breach in the  
last year. 

The average  
cost of data breaches  

continues to climb.  
The current estimate is 

US$ 3.86m.

https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
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So, when it comes to your digital 
data, it’s best to think both in terms 
of preventing cyberattacks and in 
rendering an inevitable attack impotent. 

 

Prevention 
To aid your preventative efforts, it’s essential 
to have strong data governance. Strong 
data governance can help align your data 
management strategies with cybersecurity 
efforts, enforce risk mitigation controls, reduce 
the impact of security breaches and improve 
the allocation and management of security 
resources.  You must understand how data 
is collected, used and flows through your 
organisation, and you need to make sure you’re 
protecting it throughout that lifecycle. 

Senior leadership buy-in. 

One person assigned with 
clear responsibility for cyber 
security in your organisation. 

Clear data management 
policies and procedures.

Monitoring of the program 
to ensure compliance.

Employees need to appreciate the risk and 
their responsibilities. A strong cyber security 
culture requires consistent behaviors and 
adherence to policies.

A cyber-response plan; assume you’ll 
be hacked and ensure you have a 
plan in place for when it does. 

The important aspects of a data governance framework include: 

https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-4-keynote
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Additionally, you need physical security 
to prevent people from unauthorised 
access and physical access and damage 
to your systems. You also need some 
traditional network and system controls, 
firewalls, intrusion prevention, access 
control measures.

Mitigation
When the worst happens, and your data is 
knocked offline (be it from a cyberattack or 
something less nefarious like a data centre 
outage), backup and recovery solutions can 
help ensure you can failover your primary 
environment to an alternate environment that is 
capable of sustaining business continuity in the 
event of a disaster. 

Ransomware Detection 

Ransomware changes files in a systematic way 
by encrypting them. By monitoring the backup 
as it happens and spotting any change, it’s 
possible to detect a potential attack. 

The scan detects changes from the last 
backups. If it detects mass encryption, an 
encryption style that’s not within acceptable 
standards or one typically used in ransomware, 
it will alert with a potential attack is taking 
place. Previous healthy backups can be used to 
revert the system back to a clean state.

Ransomware Recovery
A compromised machine will then encrypt 
user files and demand a ransom for the key 
to unlock the system. Worse, it can often 
spread across the network and infect other 
machines, seriously impacting the business. 
Rather than pay ransom, rolling back the 
affected systems with DR effectively makes it 
so as the attack never occurred. 

Local DR options
You can leverage local appliances to backup 
both physical and virtual servers. When an 
incident occurs, you can run your data locally 
on the appliance or in the cloud while you 
resolve the issue and then restore to bare 
metal, diskless or cloud to keep all your 
essential data available. Fast Failback Capabilities

You’ll benefit from advanced recovery 
capabilities that enable you to seamlessly 
failover should an unplanned outage occur and 
failback to your primary environment once 
it’s available again — with minimal downtime. 

Benefits of backup and recovery 
solutions include: 

https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-3-being-proactive-about-business-continuity-and-disaster-recovery
https://www.ironmountain.co.uk/resources/general-articles/f/fighting-ransomware-with-tape-backup-experts-and-users-weigh-in
https://www.ironmountain.co.uk/resources/general-articles/d/draas-advice-cloud-based-disaster-recovery-is-more-than-your-data-on-someone-else-s-computers
https://www.ironmountain.co.uk/resources/general-articles/d/draas-advice-cloud-based-disaster-recovery-is-more-than-your-data-on-someone-else-s-computers
https://www.ironmountain.co.uk/resources/multimedia/i/iron-cloud-disaster-recovery-service
https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
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To illustrate, look no further than GDPR. Under 
this regulation, EU Data Protection Supervisory 
Authorities have an array of both investigative 
and corrective powers – including the ability 
to issue warnings of noncompliance, perform 
audits of organisations housing EU’s residents’ 
personal data, demand specific remediation 
within a specific time frame, order erasure of 
certain data and suspend data transfers to a 
third country. Your full obligations under GDPR 
can be found here.  

Granted, GDPR is the single most severe 
and far-reaching legislation to be used as an 
example of what could happen should your 
organisation be found out of compliance. 

But as data privacy continues to grow in 
precedence, it’s likely that other, similar 
legislations will be introduced. The only thing 
for certain is that we’re not going backwards.  

So, organisations must prepare. They must be 
aware of the personal data that they possess. 
And they must ensure that it’s managed 
responsibly and ethically, using it only for its 
intended purpose and ensuring only authorised 
employees have access to it.

Here’s how to ensure that happens. 
In the previous section, we mentioned the 
potential negative repercussions of an 
unexpected disaster or cyberattack. Believe it 
or not, those can pale in comparison to a single 
compliance violation. 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-law-enforcement-processing/penalties/
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-4-protecting-against-cybersecurity-threats-and-data-breaches
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-4-mastering-data-privacy-and-information-governance-in-a-post-gdpr-world
https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-4-keynote
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-4-mastering-data-privacy-and-information-governance-in-a-post-gdpr-world
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Managing data to ensure 
compliance
One of the most important things your 
organisation can do to help ensure compliance 
is to manage data throughout its lifecycle — 
from creation to destruction.  

As mentioned, data growth, particularly digital 
data, is creating new challenges for IT teams, 
compliance officers and legal departments 
when it comes to meeting requirements for 
regulatory compliance and responding to 
e-discovery requests. Regulatory and legal 
bodies have little patience with organisations 
that can’t react quickly and respond accurately 
to demands for data access. 

A data lifecycle management plan incorporates strategies, technologies and processes that enable IT 
to meet compliance and e-discovery requirements through the following means: 

Defining where to store data as it 
moves through its lifecycle, including 

production, backup, replication, 
archiving and destruction.

Ensuring that data is properly tagged, 
categorised and indexed so that it can 
be easily found when needed, even if it 

hasn’t been used in years.

Ensuring that once data has been found, 
it can be easily accessed in a timely 
manner whether it is on-premises, in 
the cloud, in an off-site tape vault or 

anywhere else. 

Setting enforceable policies and procedures 
for data retention and destruction that 

meet regulatory requirements and provide 
lawyers and judges with proof that the data 
provided to them is complete and has not 

been tampered with.

https://www.ironmountain.co.uk/resources/infographics-and-tools/i/information-lifecycle-management
https://www.ironmountain.co.uk/resources/whitepapers/b/building-a-data-lifecycle-management-strategy-in-the-era-of-digital-transformation
https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
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1 2
Top Compliance Tips 
Beyond an information lifecycle management 
strategy, ensuring organisational compliance is 
far too involved for the pages of this ebook.  
But below are some best practices to get your 
organisation started.  

Retain, Secure, Dispose
Knowing what to keep — for how long — 
and how to store it are challenges for 
many companies. And when it comes to 
compliance, a single misstep can have 
significant and costly consequences. But the 
fact remains that with all of the information 
you create and distribute each day, you 
must recognise what’s critical and what’s 
just “in the way.”

The best way to do this is to engage your 
company’s legal counsel to develop a 
formal, defensible retention schedule that 
accounts for information in paper and digital 
formats. This policy must clearly outline 
what should be kept and for how long — 
and be enforceable across the business. 
Putting in the hard work today will pay off 
in the long run by mitigating the financial 
and reputation risks associated with 
issues such as failed audits or inadvertent 
disclosures of sensitive information.

Hold Electronic Records  
to a Higher Standard
Because paper has been the norm for so 
long, it’s likely that your retention and 
discovery processes are in place for 
these records. But what about electronic 
information? As more and more business is 
conducted electronically, your policies must 
also account for information in this format.

Be sure that all electronic information, 
regardless of where it lives — PCs, servers, 
backup tapes, mobile devices, flash drives 
and more — is included in your retention 
schedule. Clearly define what information 
is considered a record and develop 
policies and procedures to consistently 
and securely manage litigation holds and 
destruction when this information reaches 
the end of its retention period. 

https://www.ironmountain.co.uk/resources/best-practice-guides/f/five-steps-to-implementing-a-records-retention-schedule
https://www.ironmountain.co.uk/resources/general-articles/r/records-retention-schedule-how-to-understand-the-legal-requirements
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-4-discussion-panel
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-4-discussion-panel
https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
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4

Provide Start-to-Finish 
Security
Protecting information at all times is a key 
to avoiding risk. But when you aren’t sure 
when a record changes custodians, is put 
in a box or moved to tape media, keeping 
it secure for the long term can be quite the 
challenge.

To solve this puzzle, make sure your 
workflows include an auditable chain of 
custody that documents every move a 
particular record makes. This way you’ll 
always know where a record is at any given 
point in time. Documenting chain of custody 
in this way will help you ensure the ongoing 
safety of your most critical records and 
avoid the potential of an inadvertent breach 
in information security — and the resulting 
fines and penalties. 

Take a Programmatic 
Approach
Today’s regulatory landscape is evolving 
at an astonishing rate. While it’s great 
to have a comprehensive set of RIM 
policies, these are only as strong as the 
people charged with enforcing, updating 
and communicating them across your 
company. And without the right amount of 
accountability, there may be critical lapses 
in your day-to-day activities that lead to the 
unauthorised disclosure or destruction of 
sensitive information.

To minimise the chances that this occurs, 
think about information management as a 
comprehensive program defined by policies 
and procedures managed by a specific 
individual — as well as a steering committee 
that can apply and enforce responsibilities 
across the business. Putting the right 
people and processes in place to audit the 
program will help you determine if it remains 
aligned with all pertinent regulations. 
Building accountability into your information 
management processes in this way will go 
a long way towards strengthening your 
company’s compliance posture.

https://www.ironmountain.co.uk/resources/general-articles/c/chain-of-custody-do-you-know-where-your-data-is
https://www.ironmountain.co.uk/resources/infographics-and-tools/c/chain-of-custody-blueprint
https://www.ironmountain.co.uk/resources/general-articles/k/key-skills-for-records-managers-cooperating-with-information-governance
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-4-keynote
https://www.ironmountain.co.uk/resources/multimedia/p/physical-meets-digital/week-4-keynote
https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
https://www.ironmountain.co.uk/resources/general-articles/d/digital-security-preventing-unauthorized-access-to-company-data
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If there’s one thing you should take away from 
this ebook, it’s that the digital era is a misnomer. 

The world, as it is today, is not paperless.  
It’s not even paper-lite. Vast quantities of physical 
and digital data have created a unique and 
unprecedented information landscape—a hybrid 
era, if you will.  And to ensure the integrity of 
their organisation’s information, information 
managers need to manage, secure and draw 
insights from all of it. 

To do so, they must:

1
Undergo digital 

transformation wherever 
possible, so they’re moving 

closer to digital maturity 
and away from disparate,  

hard-to-manage data 
sources

2
Carefully consider their 

storage options, so 
that they’re improving 

visibility and access 
to their physical and 
digital information 

4
Ensure compliance with  
ever-evolving industry 
regulations, so their 

organisation does not face 
fines and reputational 

damage

3
Guarantee the security 
of their data, so they’re 

insulated against a range 
of threats, from floods and 

fires to ransomware and 
malware attacks 

https://www.linkedin.com/company/iron-mountain-uk
https://twitter.com/IronMountainEUR
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Iron Mountain Incorporated (NYSE: IRM), founded in 1951, is the 
global leader for storage and information management services. 
Trusted by more than 220,000 organisations around the world, 
and with a real estate network of more than 85 million square 
feet across more than 1,400 facilities in over 50 countries, Iron 
Mountain stores and protects billions of information assets, including 
critical business information, highly sensitive data, and cultural and 
historical artifacts. Providing solutions that include secure storage, 
information management, digital transformation, secure destruction, 
as well as data centres, art storage and logistics, and cloud services, 
Iron Mountain helps organisations to lower cost and risk, comply 
with regulations, recover from disaster, and enable a more digital 
way of working. Visit www.ironmountain.co.uk for more information.

© 2019 Iron Mountain Incorporated. All rights reserved. Iron 
Mountain and the design of the mountain are registered trademarks 
of Iron Mountain Incorporated in the U.S. and other countries. All 
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