TRAVERSING
THE ROUTE FROM
TECHNOLOGY
TO PRIVACY
A Survival Guide for the Modern Business

CHAPTERS IN THIS GUIDE:

INTRODUCTION
Digital technologies are a double-edged
sword. On one hand, they empower
businesses with smarter decision-making,
faster adaptation to change and better
customer outcomes. On the other, if not
implemented correctly, they increase the
potential of privacy and security risks.
As you seek to leverage new digital
technologies to accelerate your
business, you must consider how to
mitigate their drawbacks. Yes, doing so
is legal necessity. But in today’s climate,

where data privacy regulations are
continuously introduced and consumers
are increasingly frustrated by the use (or
misuse) of their personal data, it’s also a
competitive advantage.
Businesses that successfully balance the
adoption of digital technology with the
prioritisation of information privacy and
user confidentiality stand to thrive in an
internet-driven economy. It’s a strategy
called privacy by design (PbD), and this
e-book will show you how to execute upon it.

1
PREPARING
FOR DIGITAL
TRANSFORMATION

2
EXPLORING NEW
PRIVACY REGULATIONS

3
DEVELOPING
STRATEGIES FOR
MOVING FORWARD

01

CHAPTER 1

CHAPTER 2

CHAPTER 3

The pace of technological development is
fast outpacing businesses’ abilities to keep
up. The fact that many new technologies
have become competitive enablers means
avoiding them altogether is a sure-fire way
of getting off track, but there’s no denying
the enormous risk they present to the
business as well. Digital transformation is
about finding the optimal way to leverage
these new opportunities without adding
risk to the organisation.

The proliferation of data has already far outgrown the limited abilities of manual
processes to govern everything. Companies across every industry routinely store
data across a complicated mix of cloud-hosted resources, colocated data centres,
in-house servers and mobile devices, including those owned by employees. Further
complicating matters is that most corporations don’t handle the actual storage
management of this data, instead opting for third-party help, which means your
reputation could very well be in your vendor’s hands. Nonetheless, from a compliance
perspective, the liability also lies with the organisation that collects the data,
which means it’s up to you to choose which vendors you trust enough to work with.

CHAPTER 1: PREPARING FOR
DIGITAL TRANSFORMATION

STEP 1: KNOW WHERE YOUR INFORMATION LIES

You can’t expect to implement and oversee the necessary privacy and security
protections if you don’t know where the data lies; you can hardly expect to protect
it. That includes hardcopy records too, such as printed documents and physical
storage media. Businesses must formulate a vendor-management strategy
that takes a critical view of their current data maps and identifies any potential
shortfalls when it comes to privacy and security. It’s also vital to take a close look
at vendor contracts and agreements to ensure they are themselves compliant.
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CHAPTER 1: PREPARING FOR
DIGITAL TRANSFORMATION

STEP 2: MANAGE OPERATIONS FOR
DIGITAL AND PAPER-BASED INFORMATION
Obtaining a consolidated view of your information assets
and maintaining your security and compliance obligations
thereafter presents a monumental challenge if you have
huge amounts of data spread over many different mediums.
The next step is to consolidate it under an information
management infrastructure that allows you to incorporate
full audit trails, manage its entire lifecycle and have
complete control over who has access to it and how.

In light of the uncertainties around Brexit and the future
consequences of GDPR, many British businesses are moving
their digital assets away from cloud providers with data
centres elsewhere in the EU to local colocation facilities.
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STEP 3: IMPLEMENT THE PRINCIPLES
OF PRIVACY BY DESIGN
Data protection legislation is only likely to get tougher
as it aligns with the growing concerns of consumers over
how organisations store and use their data. As such, every
implementation of new technology in a business context must
incorporate privacy by design. Furthermore, GDPR is the first
ever regulation to make privacy by design a legal requirement.
Privacy by design (PbD) refers to business practices and
data-handling processes that are designed with information
security and privacy in mind from the outset. The application
of these principles must also be documented to demonstrate
due diligence has been taken in compliance with the law. PbD
incorporates transparency with regards to how and why you
store customer data and the lifecycle of that data. GDPR also
requires privacy by default, meaning that the strictest privacy
settings should apply by default without any compromises.

CHAPTER 3

STEP 1: UNDERSTAND YOUR DATA PRIVACY OBLIGATIONS
With Brexit just around the corner, businesses face additional challenges concerning
the way they collect and use data and manage its governance and lifecycle.

CHAPTER 2: EXPLORING
NEW PRIVACY REGULATIONS

While new data protection legislation
takes years to implement, the technology
landscape is constantly changing.
As technology becomes more complex,
the privacy landscape becomes more
complex too, hence the need to
implement a dynamic, scalable and
future-proof strategy which focusses
more on the people and processes rather
than between technical implications of
information management alone.

The major concern is that, in the event of a no-deal Brexit, the U.K. will become
a third country. This means companies may still need to overhaul their practices,
regardless of EU law, so long as they continue doing business with EU citizens. Most
importantly, a no-deal scenario could restrict the movement of data from the EU
to the U.K.. In any such event, U.K. businesses may be required to sign contracts with
third parties in the EU in the same manner that countries already outside the EU
have to. For this reason, many U.K. companies are either relocating their operations
to other EU member states or taking their data out of the EU before Brexit.
READ MORE
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CHAPTER 2: EXPLORING
NEW PRIVACY REGULATIONS
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STEP 2: PREPARE FOR THE FUTURE
OF INFORMATION PROTECTION
The dynamic nature of the privacy
landscape means that organisations
need to be prepared for practically any
eventuality. If you don’t already have a
consolidated view of your information
assets and a strategy for implementing
privacy by design throughout every
facet of your organisation, it will be
much harder to prepare for the future
of data protection.

CHAPTER 1

Privacy regulations pose many
challenges to organisations, including
the need to keep on top of increasingly
vast repositories of digital and
hardcopy data and keep track of new
legislation. Even a year after GDPR
came into force, almost two thirds of
U.K. businesses still don’t know where
more than half of their data actually
resides, which potentially means they
fall short of their compliance obligations.
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Define data
location

Initiate employee
awareness training

Determine legal
requirements

DPO

Implement the
PbD controls

Analyse
privacy risks

Create data
privacy policies

CHAPTER 1

One of the most common reasons many
organisations fail to meet their privacy obligations
is that they don’t have an inclusive privacy strategy.
Data protection officers are under pressure to
collaborate effectively with individuals throughout
the organisation, while privacy budgets must be
allocated across all departments. Still, a recent
study by Integris Software found that, while half of
privacy budgets are allocated to IT departments,
just 1.27% were concentrated around digital
transformation initiatives. The fact is that data
protection is the responsibility of everyone in
the organisation, and all board leaders should own
their share of the risk.

CHAPTER 2: EXPLORING
NEW PRIVACY REGULATIONS

STEP 3: CREATE AN INCLUSIVE
PRIVACY STRATEGY

Creating a dynamic and future-proof privacy
strategy requires ongoing collaboration between
departments and buy-in from upper management.
In fact, it’s more about driving a change in
corporate culture than implementing a single,
overarching strategy.
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CHAPTER 3: DEVELOPING
STRATEGIES FOR MOVING
FORWARD

Data is the most valuable asset any
modern organisation has. On one
hand, it fuels business outcomes and
smarter decision-making. On the other,
its misappropriation at the hands of
cybercriminals and unscrupulous third
parties can cause irrevocable damage to
a brand’s reputation and potentially leave
victims facing litigation for compliance
failures. Companies have an ethical,
moral and legal duty to balance risks
and opportunities and, in doing so, adopt
new technologies without adding risk to
themselves or their customers.

STEP 1: KNOW THE VALUE OF YOUR DATA
Just like any other asset, data has value and goes through a value lifecycle.
Not all information is equal either. In fact, a great deal of data held by today’s
organisations is either outdated or obsolete.
If, for example, you hold data
belonging to people you no
longer do business with and
they haven’t provided explicit
permission for you to retain
that data, you may be in
breach of GDPR compliance.

More data isn’t necessarily a good thing – the more data, the greater the liability.
Data is only of value to a company if it meets two very important criteria – you
can get business value out of it and you have permission to use it for whichever
purpose you want to use it for. Quantifying its value is much harder, since data
isn’t a one-to-one transactional relationship. Instead, you need to match data
to business initiatives, such as increasing sales, reducing customer churn or
remarketing. Regardless of its value, any data you don’t need or have permission to
keep must be deleted.
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Information privacy is just as much
about transparency as it is about
rules and regulations. By adopting a
customer-centric approach, you’ll be
better positioned to serve customers
needs while staying on the right side of
the law. To stay on top of data privacy
when adopting new technologies, it’s
imperative that you put the rights
of your customer first and, as GDPR
demands, give them more control over
the data they place in your care.
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CHAPTER 3: DEVELOPING
STRATEGIES FOR MOVING
FORWARD

STEP 2: PUT YOUR CUSTOMER FIRST
GDPR was implemented with the
consumer in mind by encouraging
people to reconsent in a way that’s fair,
open and straightforward. More often
than not, customers will appreciate
having more choice about the type of
content they want to consume and how
they want to consume it. They’ll also
appreciate the transparency when you
explain to them how and why you’re
collecting their data and that you have
the necessary controls in place to
permanently delete it upon their request.
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CHAPTER 3: DEVELOPING
STRATEGIES FOR MOVING
FORWARD

Locate your digital assets

Bring everything under one structure

Incorporate structured and
unstructured data

Vet your digital assets and
delete unnecessary ones

STEP 3: MANAGE YOUR DIGITAL ASSETS
Implement tougher access controls

The time is fast approaching in which everything is digitised.
With the right strategy in place to guarantee privacy and
security, this new environment offers greater control for all
parties while empowering innovation in an era of constant
change. To overcome the complexities of modern technology,
and the fact that many businesses have their data stored across
a multitude of third-party vendors, internal systems and mobile
devices, the need to consolidate everything under a centralised
operational environment is greater than ever. This enables
businesses to retain control over matters of compliance and
security and become more adaptable to change.
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Monitor and audit regularly

Manage the entire data lifecycle

CHAPTER 3

FINAL WORDS
Learning how to find the right balance between
implementing new technology and ensuring the
privacy and safety of your customers is what digital
transformation is all about. That’s the case regardless
of GDPR and other legislations. By applying privacy
by design and adopting a customer-centric approach,
compliance and security no longer need be mere
necessities – but critical enablers of business growth
and competitive advantage.
READ MORE IN AN EBOOK
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ABOUT IRON MOUNTAIN
Iron Mountain Incorporated (NYSE: IRM), founded in 1951, is the
global leader for storage and information management services.
Trusted by more than 220,000 organisations around the world,
and with a real estate network of more than 85 million square feet
across more than 1,400 facilities in over 50 countries, Iron Mountain
stores and protects billions of information assets, including critical
business information, highly sensitive data, and cultural and historical
artifacts. Providing solutions that include secure storage, information
management, digital transformation, secure destruction, as well
as data centres, art storage and logistics, and cloud services, Iron
Mountain helps organisations to lower cost and risk, comply with
regulations, recover from disaster, and enable a more digital way of
working. Visit www.ironmountain.co.U.K. for more information.
© 2019 Iron Mountain Incorporated. All rights reserved. Iron
Mountain and the design of the mountain are registered trademarks
of Iron Mountain Incorporated in the U.S. and other countries. All
other trademarks and registered trademarks are the property of
their respective owners.

