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A  Q U I C K  G U I D E  T O  H E L P  Y O U 
P L A N ,  C R E AT E  A N D  M A N A G E 
R E T E N T I O N  S C H E D U L E S  F O R 
Y O U R  B U S I N E S S .

Successful records and information management 
lets you plan, organise and take control of your 
organisation’s physical and digital records from 
creation, through active use to secure destruction, 
permanent storage or designation as big data. Your 
records retention schedule is the cornerstone of good 
records management. It is an important step not only  
in achieving compliance, but also in controlling costs 
and ensuring your information is available when it’s 
needed – regardless of where it is located.

I N TRODUC T I ON

Records and information management in the UK’s public sector  

is going through a period of profound and far-reaching change. 

Organisations from central government to local authorities and 

the NHS are transforming themselves into leaner, more customer-

centric and increasingly digital entities. 

The main driver of change is technology, but there are  

others, including:

 An increasingly digital population

 Demands by political leaders and citizens for 
greater transparency and information access

 A need to reduce cost and improve efficiency

 The impact of growing data volumes and ever-
increasing security threats

 Public accountability and compliance

The transformation process comprises a number of 
parallel and interlinked initiatives. These include 
making more government services available online; 
reducing the size and cost of the public sector estate, 
enabling more flexible working practices, and 
improving information access.

The digital transformation process began in 2012 with 
the launch of www.gov.uk. The current phase of 
development is known as Digital by Default.
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WHAT DO THESE TRENDS MEAN FOR 
INFORMATION MANAGEMENT IN THE 
PUBLIC SECTOR?

The focus on digital processes and data, as well as staff 
changes, new ways of working, office relocations, the 
Freedom of Information Act and the new 20 years’ rule 
for the public release of government information are 
between them placing a heavy load on public sector 
organisations that deal with mountains of sensitive and 
confidential information, vast paper archives and 
well-established but possibly dated processes. 

Research from Iron Mountain into the top 

challenges facing public sector information 

management reveals the extent to which many 

organisations are struggling to carry information 

safely and efficiently through the journey of 

transformation.

The study, undertaken with Coleman Parkes, questioned 
150 senior executives responsible for information and 
implementing the government’s digital transformation 
strategy. It uncovered a landscape of confusion and 
potential risk, where records and information management 
is being placed under considerable strain thanks to the 
internal and external pressures of change. However, despite 
the magnitude of the task in hand and the resource 
constraints faced by many, the research found that three in 
four senior public sector executives believe their approach 
to records and information management is both effective 
and fit-for-purpose.

Among other things, the study highlighted:

 Three areas that exacerbate risk to standards of 
information governance: people, processes and 
property

“The launch of gov.uk in 2012 
marked the creation of 
one of the most accessible 
digital-government services 
in the world. According to 
government estimates, gov.uk  
saved £42 million in 
government spending within  
a year of its launch.”
Public-sector digitization: The trillion-dollar challenge, McKinsey & Co 
insight paper, December 2014

DIGITAL BY DEFAULT

The UK is committed to ensuring that government services  

are available online wherever possible. In 2015, the first wave  

of twenty-five ‘exemplar’ online public services will be live, 

supporting 1.3 million students applying for loans, forty-six 

million people registering to vote, ten million self-assessing 

their taxes and an estimated six million drivers accessing their 

driving records online.



4  UK-RM-EXT-WP-022015-001

PEOPLE

THE CHALLENGE

Job changes, redundancies and organisational 
restructure mean that 30 per cent of respondents have 
had to reduce the number of information management 
roles. An overwhelming 91 per cent say that valuable 
information handling skills and expertise have been lost 
as a consequence of this. 

Further, they were often led to records and information 
management ending up on the shoulders of employees 
who are over-stretched (81 per cent), lack the relevant skills 
(60 per cent), or are required to take on roles beyond their 
grade (59 per cent).  

THE IMPACT

 61 per cent of public sector organisations have lost 
important documents

 40 per cent have experienced a data breach

“In 2013, three quarters  
of ‘miscellaneous’ (human 
error) data breach incidents 
worldwide involved the public 
sector. The top three causes 
were: sending documents to 
the wrong recipient (44 per 
cent), mistakenly publishing 
data online (22 per cent),  
and careless disposal  
(20 per cent)” 
Data Breach Investigations Report, 2014, Verizon2 

“During the first three months 
of 2014, one-quarter of all 
reported data breaches in 
the UK were caused by the 
accidental loss or destruction 
of personal data. This was 
up from 15 per cent for the 
second half of 2013.” 
ICO, December 2014

61 per cent
of public sector organisations 
have lost important documents
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PROCESSES

At least 87 per cent of public 
servants want to work from 
home, but nearly half (42 per 
cent) worry about information 
security risks and 27 per cent 
think the legal implications of 
accessing data using a device 
outside the office are 
“prohibitive to enabling  
remote working”  
Civil Service World and DODs study, August 2013.

THE CHALLENGE

Data loss through human error is the inevitable result  
of inadequate organisational processes and policies. 
Inappropriate data access controls, lack of end-to-end 
information tracking, or simply a lack of risk awareness 
by employees can all lead to inconsistent and/or casual 
information handling.  

Poor processes can create an environment in which 
individuals, teams and departments make their own 
arrangements with regard to information categorisation, 
filing, retrieval and retention, with no single person 
having a complete overview or holding accountability. 
When continuity is lost through staff turnover or 
departments closing or merging, the result is a lack of 
ownership and little integration of information. In such an 
environment, more often than not existing policies fail to 
keep pace with changing work practices, such as the 
move towards flexible, mobile and remote working 
practices actively encouraged by the public sector.

New developments require new approaches. Working away 
from a secure office space demands rigorous access and 
security controls, including secure portals, data encryption 
and strictly enforced guidelines to govern what may or 
may not be removed from the workplace.
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THE IMPACT

 71 per cent say there is a disconnected approach to 
information across teams

 57 per cent admit employees and teams fail to stick to 
guidelines

 23 per cent acknowledget their approach to records 
and information management is ineffective 

 77 per cent of senior public sector executives believe 
the way they manage information is fit-for-purpose

 On a positive note, the research shows that, 
irrespective of the challenges they now face, three in 
four senior public sector executives believe their 
approach to records and information management is 
both effective and fit-for-purpose

71 per cent
say there is a disconnected approach 
to information across teams

23 per cent
of organisations admit their 
approach to records and information 
management is ineffective
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PROPERTY

THE CHALLENGE

The government is committed to reducing the cost and 
management of its estate. This has led to the widespread 
closure and relocation of many workplaces. 

While offering significant cost and efficiency savings, 
physical estate rationalisation also has profound 
implications for records and information management.  

When workplaces are closed and employees are relocated, 
who is responsible for ensuring the relocation of records 
has been considered and that they are moved to an 
environment that is sufficiently secure? All too often, 
information security is overlooked when a building is 
decommissioned. There are some worrying examples of 
information having been abandoned only to be found 
months or even years later in an empty building.  

THE GOVERNMENT’S ESTATE STRATEGY

The Government plans to sell off property worth £5 billion by 2020,  

including storage facilities offices, surplus land, airfields, barracks, prisons, 

and laboratories.3 By the end of 2015, the Government expects to reach their 

target of an average of 10 square metres of space for its office workers. Given its 

success in using space efficiently, the Government has re-set the target at an 

average of eight square metres per FTE by end March 2018.

“Since 2010 the Government 
has reduced its estate by over 
two million sqm – over 15 per 
cent of its entire property 
asset”  
The State of the Estate, June 2014
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“In June 2013, the ICO fined a 
healthcare trust £100,000 
after boxes with letters, referral 
forms and records containing 
sensitive and confidential 
personal information on 200 
patients were found 
abandoned at a site formerly 
owned by the trust”4 

THE IMPACT

 36 per cent of those surveyed say the security  
of paper records has been, or could have been 
compromised as a result of closing or moving offices 

  It is not just former sites that pose a risk: premises  
in daily use also have their information 
vulnerabilities. These include insecure storage areas 
or lax access controls

 43 per cent admit that insecure storage facilities have 
contributed to data vulnerability

36 per cent
of those surveyed say the security  
of paper records has been, or could 
have been compromised as a result of 
closing or moving offices 

Another cornerstone of UK civil service reform 

is The Way We Work, or TW3 programme. This is 

dedicated to transforming how and where people 

work. Effective information management will be 

critical for keeping data accessible yet secure in 

this new landscape.
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FREEDOM OF 
INFORMATION 

THE IMPACT

 Organisations have immense and encouraging 
confidence in their FOIA processes: 

 88 per cent say their Freedom of Information (FOI) 
responses are fully compliant with data protection laws

 96 per cent say they are prepared for all FOI requests

 However, 35 per cent admit that skills gaps are putting 
their ability to meet FOI requests at risk

THE CHALLENGE

The Freedom of Information Act (FOIA) came into force  
on 1 January 2005, enabling individuals and organisations 
to formally request access to information held by public 
bodies. A decade on it has transformed the way public 
sector bodies reveal and share information.5

Responding effectively and punctually to an FOI request 
has significant implications for records and information 
management. Requests can range from straightforward 
queries to complex, sensitive or controversial demands, 
and from questions relating to recent activity to those 
requiring access to historical records located deep in the 
archives. An efficient and well-managed approach to 
document filing, storage, retention and retrieval is essential.

This should be complemented by rigorous information 
security and data protection. With organisations under 
pressure to respond quickly to FOIA requests, and possible 
skills gaps in preparing and communicating responses, 
information that should be removed, redacted or 
otherwise kept confidential is slipping through the net. 
Data from the Information Commissioner’s Office reveals a 
worrying trend towards FOI-sparked data breaches.7  

FOI-sparked data breaches include a council sending out the names and National 

Insurance numbers of 1,800 benefit claimants in response to an FOI request about 

housing; and an ambulance service revealing the religious beliefs of its 2,800 staff in 

response to an unrelated request from a local radio station. The ICO has issued advice 

to public sector bodies on how to reduce the number of FOI-driven data leaks.8

“The number of FOIA 
requests submitted to central 
government has grown by 
63 per cent since 2006, and 
currently stands at around 
50,000 requests a year”6
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THE NEW 20 
YEARS’ RULE

THE IMPACT

 Our study found that that one in three (30 per cent) 
public sector bodies does not realise the law has 
changed  

 36 per cent know what is required of them under the 
new law, but have yet to do anything about it  

 Public sector organisations who are struggling to 
comply with the new law are looking for: more time 
(76 per cent), greater competence (64 per cent), 
additional resources (45 per cent) and further 
information (39 per cent)

THE CHALLENGE

The new 20 years’ rule ia another cornerstone of the 
Government’s commitment to greater transparency.

Under this rule, the timeframe for releasing archived 
records into the public domain has changed from 30 years 
to 20. The law came into force in January 2013, with a 
phased introduction over ten years. Organisations that fail 
to meet the requirement once it is their turn to do so could 
find themselves in breach of the Public Records Act and at 
risk of a possible fine.

Every year, public sector bodies must track down the 
relevant historical records, which can run into hundreds of 
thousands of documents; prepare them for release and 
submit them to the National Archives.

They also need to lay the foundations for the future and 
ensure that archive processes can accommodate the 
documents currently being created.

Last, but not least, public sector bodies need to have a 
deep understanding of what information is held by the 
organisation and the value of that information to the 
nation. The National Archive already holds 11 million 
government and legal documents. It retains just five per 
cent of all the documents received for posterity. The 
decision concerning which documents should be kept is 
made in collaboration with the submitting entity.

36 per cent
know what is required of them  
under the new law, but have yet to  
do anything about it
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THE WAY FORWARD

The transformation of the UK’s public sector aims to 
reduce costs, improve efficiency and bring the delivery of 
public services, citizen engagement and political 
democracy into the digital age. Information access and 
transparency are vital components of this but should not 
be achieved at the expense of data protection.

The public sector has a responsibility to safeguard the 
information it holds and to manage it with care and 
accountability.  Failure to do so will not only result in 
damaging data breaches, it will make it difficult, if not 
impossible for the organisation to achieve its performance 
and customer service targets.

Managing information effectively and securely through 
times of change demands an integrated, well-resourced 
approach that is endorsed by senior leadership.   

Employees need the right skills and should be fully 
engaged in discussions about information handling 
processes. They need to be guided and supported with 
effective policies to help them to understand their 
responsibilities. Organisations need to foster a culture that 
promotes respect for and the responsible management of 
information.

Every public sector body should know what information 
they hold, where it is, who can or should have access and 
who is ultimately accountable for it.

Fortunately, there are measures and organisations that can 
help. For example. there is sophisticated software available 
that can drive automation and digitisation programmes. 
There are also trusted organisations who can take the 
pressure off public sector employees by efficiently 
managing information throughout its lifecycle, from record 
creation to secure offsite storage, retrieval and destruction. 

CONCLUSION

Our study revealed that public sector organisations 

from central to local government and beyond are 

struggling to meet the new information demands of 

government. There is no going back and they have no 

choice but to adapt – but they do not have to do this 

on their own.  

HOW IRON MOUNTAIN CAN HELP

Iron Mountain provides records and information 
management services that help the public sector lower the 
costs, increase efficiency and reduce the risks of managing 
physical and digital data. Our solutions enable our 
customers to protect and better use their information, 
regardless of its format, location or lifecycle stage, so they 
can optimise their business and ensure proper recovery, 
compliance and discovery.

Iron Mountain offers highly secure, cost-effective and 
innovative records management services to over 1,300 
central government, NHS and wider public sector 
customers. This includes a significant majority of 
government departments and their agencies, to whom we 
are providing flexible and innovative solutions that meet 
the financial, operational, digital migration and compliance 
challenges they currently face.

With the formation of the Crown Commercial Service 
(CCS), Iron Mountain is also continuing to support the 
government’s procurement reforms, driving further 
savings for the taxpayer. Iron Mountain is the sole direct 
award supplier on the Crown Commercial Services (CCS) 
framework for the provision of off-site Records 
Management services.

If you want to find out more about Iron Mountain’s services 
you can call us on 08445 607 080.

RESEARCH METHODOLOGY

The research questioned 150 senior information 
management, transformation, IT, procurement and record 
management executives in central government 
departments, executive agencies, non-departmental 
government bodies and arms-length bodies.  

The research comprised telephone interviews and was 
undertaken by Colman Parkes for Iron Mountain in March 
and April 2014.
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